
Basic Static Analysis 
How to retrieve information without executing the malware and form a 
quick hypothesis about what it is doing 
 
 
 
PE header, imported libraries, functions, strings, etc. 

Part	1	
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IoC are important for hypothesis 
building 
IoC – Indicator of compromise 
Will be used for any artifact that indicate that we may be 
facing malicious code 
 
•  Malware analysis can provide valuable IoC  
•  Often used to build IDS signatures 
•  Good IoC’s can be helpful 
•  Bad IoC’s can be a waste  

of time 
•  Maximizing true positive  

(what we want) 
Minimizing false positives  
(waste of time) 

True	
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False	
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False	
Negative	



3 

Basic Static Analysis 

How and where can we “quickly” find IoC’s ? 

•  Anti-Virus, Virus Total 
•  Hash and fuzzy hash 
•  Packed and obfuscated 
•  Portable Executable (PE) File Format 
•  Strings 
•  Linked libraries and functions (Imports and 

exports) 
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Challenge 1 

•  Use information available through basic static 
analysis techniques   

•  Describe potential indicators of compromise 
(IoC’s) and use them to form a hypothesis about 
the potential purpose/functionality of the sample 



5 

Suggested Approach 

•  Choose to use PeStudio – look for IoCs 
NB! Results are version dependent 
(8.42 vs 8.54) 
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Indicators from PeStudio  

–  Hash 
–  Indicators (13/21 – indicates malicious) 
–  File header – TimeDateStamp 
–  Sections: .bbs? Raw size vs virtual size? 
–  Imported Libraries 

What functionality do these libraries and functions 
potensially give?  

•  Network (WSAStartup, connect, bind, …) 
•  GetTickCount (anti-debug?) 
•  Mutex (CreateMutex) 
•  Prosess (Create/terminate Prosess/thread, ShellExecute) 
•  Keys (GetAsynkKeyState, GetKeyState) 
•  Registry (open, create, …) 
•  File (open create, …) 

–  Strings (wuamqr.exe, krnel, keylog.txt) 
–  Version: original filename – wuaumgr.exe 
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What	functionality	do	these	libraries	
potensially	give	the	code?	



What	mischief	can	these		
Functions	do?	



What	mischief	can	these		
Functions	do?	



What	mischief	can	these		
Functions	do?	



String	– What	stands	out?	







17 

Hypothesis 

•  Keylogger with network capabilities. Can 
manipulated both files and registries. Can start 
new processes and threads. May have anti debug 
capabilities and use mutex. Look for keylog.exe, 
wuaumqr.exe  

•  Pluss loads more… with strings from V8.54 
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Summary 

 
•  Basic static analysis 

–  Simple first step 
–  Get a first impression and collect some IOC 
–  Get help decide where to start deeper analysis 

•  Next 
–  Basic dynamic analysis 
–  Need a safe environment to execute malware 
–  NB! Always use safe environment.  


